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Summary

SSL VPN (Secure Sockets Layer Virtual Private Network)

Used to securely access any network remotely. It with SSL VPN, SSL Certified encrypted communication is
provided.

Debian distribution is will used on the Linux side. If packages are installed in other Linux distributions, it will
work without problems.

Configuration

The following steps are performed in sequence.

1- From the terminal apt-get update && apt-get upgradeis ran command.
debi@debian: ~ x

File Edit ‘iew Search Terminal Help

root@debian:/home/debi# apt-get update && apt-get upgrade

Ign:1 http://ftp.tr.debian.org/debian stretch InRelease

Hit:2 http://security.debian.org/debian-security stretch/updates InRelease
Hit:3 http://ftp.tr.debian.org/debian stretch-updates InRelease

Hit:4 http://ftp.tr.debian.org/debian stretch Release

feading package lists... 1%

2- For download OpenVPN, use theapt-get install openvpn command from the terminal.
debi@debian: ~ x

File Edit ‘iew Search Terminal Help

root@debian: /home/debi# apt-get install openvpn
Reading package lists... Done

3- Click the SSL VPN Settings, under the VPN Management. Click on the “Add” button on the page to create a
user ID for SSL VPN.

SSL VPN Confguration

Settings Use Split Tunnel DNS

WAN IP Address 1Py

VPN Network Address 1Py 1.5.0.0/24

DNS Settings set Manually Use Split Tunnel DNS Service

DNS Server IPv4d | 8.8.8.8

Protocol uDP

Port Number 1194

Accessible Networks
0.0.0.0/0 /0

User Authentication [Teoe] Authentication with User Name and Password.
Review Verification Rules




Once the ID is created, the Linux compatible VPN configuration file is downloaded.

Certificate Management

& Reload m
== =
22222222222 - ePati Information Tech. 1.5.0.15 00000 =0 SSLVPN mm :
4- Switch to the directory where the VPN configuration file is located.
From the terminal openvpn client.ovpn komutu with is VPN run.
debi@debian: ~ x
File Edit ‘iew Search Terminal Help
root@debian:/home/debi/Downloads/openvpn# openvpn client.ovpn Jj
debi@debian: ~ x

File Edit View Search Terminal Help

Mon Jun 18 06:58:54 2018 OPTIONS IMPORT: route-related options modified

Mon Jun 18 06:58:54 2018 OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options
modified

Mon Jun 18 06:58:54 2018 OPTIONS IMPORT: peer-id set

Mon Jun 18 06:58:54 2018 OPTIONS IMPORT: adjusting link mtu to 1625

Mon Jun 18 06:58:54 2018 OPTIONS IMPORT: data channel crypto options modified
Mon Jun 18 06:58:54 2018 Data Channel Encrypt: Cipher 'AES5-256-GCM' initialized

with 256 bit key

Mon Jun 18 06:58:54 2018 Data Channel Decrypt: Cipher 'AES5-256-GCM' initialized

with 256 bit key

Mon Jun 18 06:58:54 2018 ROUTE GATEWAY 10.2.1.253/255.255.255.08 IFACE=enp0s3 HWA
DDR=08:00:27:8b:35:9c¢

Mon Jun 18 06:58:54 2018 TUN/TAP device tun@ opened

Mon Jun 18 06:58:54 2018 TUN/TAP TX queue length set to 100

Mon Jun 18 ©6:58:54 2018 do ifconfig, tt-=did ifconfig ipv6 setup=0

Mon Jun 18 06:58:54 2018 /sbin/ip link set dev tun®@ up mtu 1500

Mon Jun 18 06:58:54 2018 /sbin/ip addr add dev tun® 1.1.1.2/24 broadcast 1.1.1.2
55

Mon Jun 18 06:58:54 2018 /sbin/ip route add 10.2.1.22/32 dev enp0s3

Mon Jun 18 06:58:54 2018 /sbin/ip route del 0.0.0.0/0

Mon Jun 18 06:58:54 2018 /sbin/ip route add 0.0.0.0/0 via 1.1.1.1

Mon Jun 18 06:58:54 2018 Initialization Sequence Completed

The OpenVPN connection has been successfully established.
If,

“bash: openvpn: command not found” if the error is received,
OpenVPN run directories are displayed,

sudo find / -type f -name “openvpn”

For other directories to run OpenVPN, the Home and User directory are specified,
export PATH="/home/debi/dir:$PATH”

Troubleshooting

On the Terminal;

For information on OpenVPN status: systemctl status openvpn




To restart OpenVPN : systemctl restart openvpn

commands can be used.
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