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Unified Cyber Security System

Service Definitions

Dos / Flood Mitigation, QoS rules, Security Rules, Policy-Based Routing(PBR), DMZ Access, Static NAT
Access, NAT by Destination, SSH Control and Honeypot Settings define the services to use when writing policy.

Service Definitions

There are 80 predefined categories that come in the default service definitions. It cannot be deleted or edited by
the user. Service definitions created by the user can be edited and deleted later.
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# Name Category Description Members Actions
1 AFS3 Ontanimh TCP(7000.7009:%)  UDP (7000-7009: ¥)
2 AH Ontanimh AH
3 AOL Ontanimhi TCP (5190.5194: %) m
4 BGP Ontanimi TCP(179: %) m
5 CVSPSERVER Ontanimh TCP(2401:%)  UDP(2401:%) # Edit

6 DCE-RPC Ontanimhi TCP(135:%)  UDP(135:%) m
7 DHCP Ontanimi UDP(67:*)  UDP(68:%) m
8 DHCP6 Ontanimh UDP(546:%)  UDP (547:%) m
9 DNS Ontanimh TCP(53:%)  UDP(53:%) # Edit

10 ESP Ontanimh ESP m
1 FINGER Ontanimi TCP(79:%) m
12 FTP Ontanimh TCP(21:%)
13 FTP_GET ontanimli TCP(21: %)
14 FTP_PUT Ontanimh TCR(21:%) m
15 GOPHER Ontanimi TCP(70: %) m

Service Definitions - New Records




Service Definitions - New Record

Name
Category

Select or create service category...

Description

Members

+

Leave blank the fields you do not want to restrict.

Service Definitions - New Record

MName

Categor
gory Select or create service category...

Description

Members

Protocol Destination Port Source Port Timeout

TCP(6) v | | Start - End Start -| End Second(s)

Leave blank the fields you do not want to restrict.

After the name, category and description are written in the service definitions that will be added later, one or
more members of different protocols can be added.




Service Definitions - New Record

MName

Categor
gory Select or create service category...

Description

Members

Protocol Destination Port Source Port Timeout
TCP(6) v | | Start - End Start -| End Second(s)

Protocol Destination Port Source Pnrt Timeout
TCP(8) v | Start - End Start - End Second(s)

Protocol ICMP Type ICMP Code Timeout

‘ ICMP(1) V‘ Second(s)
| * |

Leave blank the fields you do not want to restrict.

Note: when a new service category is added, When you type the category you want to add and press enter, the
new service category will be created when the service definition is saved.

Service Profiles

You can assign multiple service definitions to a profile and define the rules in which service definitions are used.

Service Definitions

Service Profiles

BB Show/Hide Records Per Page m o Reset Filter

# Profile Name Services Actions

Service Profiles - New Records




Service Profiles - New Record

Profile Name

Services Select

Service Profiles - New Record

Profile Name PING Service Profile

Services
PING = | PINGG =

Save
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