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Session Settings
The page where the password and session policies of the AntiKor users are defined.

Password Policies

FIELD DESCRIPTION

Number of Uppercase
Letters

Enter the minimum number of uppercase characters to be used in the
password to be set for AntiKor2 user.

Number of Lowercase
Letters

Enter the minimum number of lowercase characters to be used in the
password to be set for AntiKor2 user.

Number of Numerical
Characters

Enter the minimum number of numerical characters to be used in the
password to be set for AntiKor2 user.

Number of
Punctuations

Enter the minimum number of punctuations to be used in the password to be
set for AntiKor2 user.

Minimum Number of
Characters

Enter the minimum number of characters to be used in the password to be set
for AntiKor2 user.

Password Life Time Select a password life time for AntiKor2 user.

Note: If at least six characters, one uppercase character, one lowercase character, one digit, one punctuation
mark are not selected by the user, the Common Criteria EAL4+ certificate will be excluded.

Session Policies



FIELD DESCRIPTION

Maximum Session
Period

Define maximum period of time during which no logout of Antikor occurs.

Maximum Number of
Failed Logins

Define maximum number of consecutive incorrect username or password attempts
in Antikor logon screen.

Maximum Disabled-
Time

Define re-logon period after which a logon attempt can be made when the
maximum number of unsuccessful logon attempts has been reached.

Note: Users logging into the interface with authentication from external sources (LDAP, RADIUS, TACACS,
etc.) are not subject to Antikor password policies. Users authenticating with this method are subject to
password policies made on authenticated external servers.
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